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PO Box 29105, London 
SW1V 1ZU 

 

Ms Katherine Fairclough 
Chief Executive 
Cumbria Council 
Cumbria House 
117 Botchergate 
Carlisle 
CA1 1RD                                                03 March 2020 
  

 
Dear Ms Fairclough, 

 
Inspection Report – Cumbria County Council 

 
I enclose a copy of a report dated 25 February 2020 prepared by Mr Graham Wright, an Inspector with the 
Investigatory Powers Commissioner’s Office.  This follows an inspection visit carried out of your Council on 19 
February 2020 to review your compliance with the statutory provisions of Part II of the Regulation of 
Investigatory Powers Act 2000 which falls within the responsibilities of the Investigatory Powers 
Commissioner. 
 
It is pleasing to note that the previous recommendations have been adequately addressed and now 
discharged, and the overall very positive tenor of the report in relation to the guidance and training that you 
have in place and conscientious key postholders to ensure compliance with the Act.   
 
There are no formal recommendations arising from this inspection but there is an observation regarding 
compliance with your own policy in relation to the recording of online activity on a log maintained by Trading 
Standards. Another observation notes the good practice that exists in relation to the record of investigations 
by Trading Standards and includes details regarding why RIPA was not used.   
  
I fully endorse the findings of this report which is very complimentary regarding your commitment to ensure 
good standards and compliance with RIPA.    
 
I hope that you found this inspection a constructive process and if you have any comments to make in relation 
to this I would be pleased to receive them. 

Yours sincerely, 

 
The Rt. Hon. Sir Brian Leveson  

The Investigatory Powers Commissioner 
 

Appendix 2
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1 Introduction 
 
1.1 This inspection has been conducted to assess the level of compliance of this public authority with 

the Regulation of Investigatory Powers Act 2000 in respect of its use and management of covert 
surveillance and covert human intelligence sources (CHIS). 

1.2 Cumbria County Council is one of the largest geographical local authority areas in England and 
Wales.  The previous inspection (also incorporating the Fire and Rescue Service) was conducted 
by the Office of Surveillance Commissioners in June 2016.  Since that time there have been no 
authorisations granted for directed surveillance or CHIS. 
 

1.3 This inspection took place on 19 February 2020 and was conducted by Graham Wright. 
 

1.4 This report is addressed to Ms Katherine Fairclough, Chief Executive, Cumbria County Council, 
Cumbria House, 117 Botchergate, Carlisle CA1 1RD (email: 
Katherine.fairclough@cumbria.gov.uk). 

2 Inspection methodology 
 
2.1 The inspection commenced with a meeting with the ‘senior responsible officer’, the lawyer with 

day to day oversight of RIPA and the senior manager for Regulatory Services. There was 
discussion regarding the response to the previous inspection; authorisation and oversight 
arrangements; training provision; and feedback was provided on the pre-read material that the 
Inspector had been provided with. There was a group meeting with representatives from the 
main enforcement departments during which the current usage of covert activity, social media 
and the internet was discussed. 

2.2 The Chief Executive and Executive Director met with the Inspector to discuss the inspection and 
the findings. Detailed feedback was provided at the conclusion of the visit to the senior 
responsible officer, lawyer with day to day oversight, and senior manager of Regulatory Services. 

2.3 Statistics relating to this particular inspection period are captured in Error! Reference source not 
found. below. 

 

 For the period: 28 June 2016 – 19 February 2020 

Cumbria County 
Council and FRS 

Total 
authorisations in 
current reporting 
period 

Total 
authorisations in 
previous 
reporting period  

Total records 
viewed at 
Inspection 

Of this total, 
number of 
urgent oral 
records viewed 

Directed 
Surveillance 0 0 0 0 

CHIS 0 0 0 0 

 
Table 1. Key Statistics 
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2.4 The key personnel met during the course of the inspection are captured in Table 2 below. 
 

Key personnel interviewed 
Katherine Fairclough – Chief Executive 
Angela Jones – Executive Director 
Iolanda Puzio – Chief Legal Officer 
Phil Greenup – acting Assistant Director (Highways and Transport) 
Kate Turner – Group Lawyer, Litigation 
Alison Madden – Manager Operational Delivery (Human Resources) 
Stephen Hall – Assistant Director (Economy and Environment) 
Fiona Musgrave – Assistant Director (Integration and Partnerships) 
Justin Robinson – Fire Protection 
John Greenbank – Trading Standards Manager 
Jennifer Wood - Trading Standards Officer 

 
Table 2. Key personnel interviewed 

3 Key findings  

3.1 Recommendations 
 
3.1.1 Given the good standard of training, policy and guidance, and oversight within the council, 

coupled with the fact that no authorisations have been granted for over seven years, there 
are no recommendations to make. 

3.2 Observations 
 
3.2.1 The key observations arising from the inspection are listed in Table 3 below. 
 

Number Reference In relation 
to Observation Observation type 

O1 5.1.5 Online 
Activity 

All departments/units 
carrying out online activity 
should comply with the 
council policy and record on 
the log provided 

Observation – policy 
compliance issue 

O2 5.4.2 Covert 
Surveillance  

The log of investigations 
maintained by Trading 
Standards showing why 
covert activity is not 
conducted 

Observation of Good 
Practice 

 
Table 3. Key observations resulting from inspection 
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4 Actions taken on previous inspection recommendations 
 
4.1 R1: More comprehensive guidance regarding the use of the internet and SNS is required and 

awareness briefings/training provided to staff that may be using these media in support of 
council business.  

 
Discharged: better guidance has been included in the main policy and guidance document and 
a comprehensive range of training, briefings and literature been made available to staff.  

 
4.2 R2: When conducting test purchase operations at premises Trading Standards staff should 

have an audit as to their reasoning for not seeking an authorisation for directed surveillance. 
 

Discharged: all such operations have a Privacy Impact Assessment completed in relation to 
the likelihood of obtaining private information and this includes a rationale for not seeking 
authorisation.  That said, such operations are rarely conducted and when they are, the police 
normally take the lead. 

5 Inspection findings 

5.1 Policies and procedures 
 
5.1.1 As mentioned above, the policy and guidance documents were examined prior to the 

inspection visit and feedback provided on the day. The Policy Document – Regulation of 
Investigatory Powers Act 2000 is the main document and provides accurate and useful advice 
to applicants, authorising officers and any staff that may potentially use covert activity.  An 
appendix deals with the issue of using social media and the internet and provides good advice 
in this regard.  The policy document is reviewed annually and approved by Elected Members. 

5.1.2 Additionally, there is a CCTV Policy.  This contains the usual sections relating to subject access, 
Data Protection Act and the retention and accessing of images.  There is operating guidance 
for staff and a Privacy Impact Assessment template in relation to the installation of CCTV.  

5.1.3 In the unlikely event that an authorisation is sought, applicants would speak with their 
manager before completing the requisite forms that are available electronically.  They would 
be forwarded to the senior manager, Regulatory Services for quality assurance before being 
passed to an authorising officer for their input and thereafter be submitted for judicial 
approval at a local magistrates’ court.   

5.1.4 The Central Record of authorisations is maintained by Trading Standards. 

5.1.5 A Log of Activity has been created in relation to online activity.  This again is maintained by 
Trading Standards and in the above cited Policy Document any staff carrying out online 
research seeking to investigate or acquire evidence should inform Trading Standards of this 
to enable an appropriate entry in the log, unless a full RIPA authorisation is sought. This is not 
happening and only Trading Standards have made entries, in spite of the fact that others are 
carrying out such activity (for more, see this report section Online Activity below). 

5.1.6 The appointed ‘senior responsible officer’ is the Chief Legal Officer and this officer is assisted 
by the Group Lawyer – Litigation who carries out more of the day to day oversight and activity 
– albeit that this will not be an onerous task given the current level of usage. 
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5.1.7 There are three Assistant Directors who are trained as authorising officers.  In addition, the 
SRO and Chief Executive have had training in this regard.  

5.1.8 Periodically reports are done for Elected Members on the Cabinet Committee and this same 
group approves the policy. 

5.2 Errors/Confidential Information 
 
5.2.1 No errors were reported and there have been no instances of confidential information being 

acquired. 

5.3 Training  
 
5.3.1 A series of training sessions have been conducted by an external provider. There were two 

sessions in 2017, one for applicants and the other for authorising officers.  Again in 2019 
similar sessions were conducted. The content of one of these courses was examined and 
found to be compliant and comprehensive. 

5.3.2 Three training sessions were conducted by the Legal Services Department in 2019 for staff in 
People Management and Children’s Services.  This training was specifically in relation to social 
media and other online activity.   

5.3.3 An e-learning course on RIPA has been drawn up and all Assistant Directors and the Legal 
Department were required to ensure that all relevant staff undertook the training.   

5.3.4 This very good regime has been supplemented by frequent internal communications 
regarding RIPA to managers and broader staff in Team Briefs.  There are quarterly meetings 
in relation to RIPA.  Attendees include the SRO, authorising officers and Group Lawyer. 

5.4 Directed surveillance  
 
5.4.1 This is the main form of covert activity that Cumbria County Council has conducted but no 

authorisations have been granted since September 2012.  In discussions with staff from the 
main enforcement departments it was stated that covert activity was not being conducted 
and overt enforcement was utilised instead. Trading Standards do occasionally conduct test 
purchase operations using under-age volunteers. There are records completed in relation to 
any such operation.  Records include operational orders, an assessment of privacy impact, and 
details of the premises to be visited and the basis for each visit. 

5.4.2 To ensure that unauthorised activity is not occurring, Trading Standards maintains a log of its 
investigations. This log provides a brief description of the investigation, the outcome, subject’s 
details and the reason that an authorisation under RIPA was not sought.  The log contains only 
brief details and is not time-consuming to maintain but provides a good record and rationale 
regarding the use of covert activity.  It is good practice. 

5.4.3 No other covert activity is conducted – except for some online activity (see below). 

5.5 CHIS  
 
5.5.1 No authorisations of this category have been granted and there was no evidence that activity 

of this nature was being conducted.  
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5.6 Online Activity 
 
5.6.1 As is often found during inspections of councils, whilst the use of ‘conventional’ surveillance 

and CHIS has reduced to a trickle, online activity is being conducted by a variety of 
departments, including those that would never consider carrying out surveillance ‘on the 
streets’. 

5.6.2 By contrast, the use of the internet and social media has grown and the concern of IPCO is 
that staff may be carrying out covert activity online without realising it.  It is certainly the case 
that departments that would never consider carrying out surveillance are making use of these 
media to conduct research on persons of interest.  In Cumbria this includes staff who are 
investigating complaints from members of the public concerning employees of the Council 
that may be acting inappropriately, or posting inappropriate comments online, Children’s 
Services, Human Resources, Trading Standards and indeed most departments represented in 
the group session acknowledged carrying out research. 

5.6.3 It should be stated that the Inspector was left with the impression that staff were rather risk-
averse in their usage, invariably only carrying out initial research on a person, business, or 
group and not engaging in systematic monitoring, or use to draw up a profile.  Whilst there 
was no evidence of online covert activity that would meet the criteria for authorisation – as 
CHIS or directed surveillance – there was a feeling that such activity was cut short either owing 
to a lack of confidence as to what exactly can be done, or in order to avoid the need for an 
authorisation.  Both attitudes are disappointing. 

5.6.4 In relation to Trading Standards, staff recognise that a good deal of illicit/unlicensed business 
activity is conduced on social media and therefore regularly will research sites to identify any 
such business activity, but if detected will send a message to the person(s) concerned warning 
them of the illegality. Examples in relation to the sale of tobacco, sports-wear and jewellery 
were seen.    

5.6.5 Many of the staff met agreed that greater use could be made of these media, either before 
an authorisation is sought, or by continuing with real focus once an authorisation has been 
granted. 

6 Conclusion 
6.1 As found in many councils these days, Cumbria County Council has ceased using the powers 

vested under the Regulation of Investigatory Powers Act 2000 due to a combination of 
reductions in resources, the additional bureaucracy burdens associated with conducting 
covert activity, and the greater use of overt/disruptive action. 

6.2 Policy and guidance, training and oversight within the Council is excellent. Notwithstanding 
the level of usage that has existed for many years, the provision of training is dynamic, is 
supported by other means, and those with oversight responsibilities are experienced and 
conscientious. This is a healthy state of affairs. 

6.3 The Inspector would like to thank all the  staff that he met during the visit and particular thanks 
to Iolanda Puzio who made all the arrangements for the visit, provided a comprehensive range 
of pre-read material and hosted on the day.  
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                           IPCO Inspector  
 
 

Freedom of Information Act (FOIA)/ Freedom of Information (Scotland) Act (FOISA): 
 

IPCO is not a “public authority” for the purpose of FOIA/FOISA and therefore falls outside its 
reach. Public authorities who are subject to these Acts may receive requests for disclosure of our 
reports. In the first instance the SRO should bring the matter to the IPCO Data Protection Officer 
(at: info@ipco.org.uk), before making any disclosure. Police forces should also bring the matter 
to the attention of the NPCC FOI Central Referral Unit. No disclosure should take place until both 
parties have been fully consulted as it is very important that requests under the FOIA / FOISA are 
dealt with in a consistent manner. 

 


